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 AutomatedAutomated
application testsapplication tests
easily used andeasily used and
updatedupdated

 Issue/solutionIssue/solution
data captured -data captured -
tied to tools andtied to tools and
training planstraining plans

 Scripted testScripted test
plans andplans and
automated testsautomated tests

 Issue/solutionIssue/solution
data captureddata captured
from variousfrom various
sources withsources with
clear escalationclear escalation
pathspaths

 Limited or ad-Limited or ad-
hochoc
applicationapplication
testingtesting

 Limited or ad-Limited or ad-
hoc sharing ofhoc sharing of
applicationapplication
issues andissues and
solutionssolutions

 Defined set ofDefined set of
test tools andtest tools and
approachesapproaches

 Issues/solutionsIssues/solutions
reported onreported on
multiple centralmultiple central
systemssystems

Optimizing ApplicationOptimizing Application
TestingTesting
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May fix one application,May fix one application,
but break anotherbut break another

Code branchesCode branches
affect servicing andaffect servicing and

performanceperformance

New technologyNew technology

Bug fixesBug fixes

Strategy changesStrategy changes

WindowsWindows
componentscomponents

changechange

ChangingChanging
Windows itselfWindows itself

has issueshas issues

We need a way toWe need a way to
simulate thesimulate the
behavior ofbehavior of

previous versionsprevious versions
of Windows, butof Windows, but

only for aonly for a
particularparticular

applicationapplication
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Shim DLLShim DLL

ApplicationApplication WindowsWindows

ImportImport
FunctionFunction

ExportExport
FunctionFunction

ImportImport
FunctionFunction

ExportExport
FunctionFunction
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A tool to help IT Professionals and
Developers understand issues preventing
an application from running with Standard
User privileges
Based on Application Verifier
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FixableFixable Not FixableNot Fixable
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SUA can recommend:
ElevateCreateProcess
ForceAdminAccess
LocalMappedObject
VirtualizeDeleteFile
VirtualizeHKCRLite
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Symptom
Host process calls CreateProcess, and it
returns ERROR_ELEVATION_REQUIRED
(740L)

This error code is new in Windows Vista – legacy
applications will not be aware of it

Fix Description
Handles the error code and attempts to
CreateProcess a second time, this time
requesting elevation
No effect if the shimmed application has a UAC
manifest – error code is returned unchanged

This slide represents the views of the presenter and not the Federal Government



Symptom
Application fails explicit administrator check

Fix description
Pretends the user is a member of the
administrators group, even when they aren’t,
by:

Returning TRUE for various queries of the token
Returning success for various permission checks
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Symptom
Application is trying to create an object in the
Global namespace

Fix Description
Intercepts the call to create the object,
replacing the word Global with Local
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Symptom
Application is unable to delete files because of
permissions issues

Fix description
Returns success from calls to delete files that
are in protected locations

If the file was successfully deleted, but it was a
virtualized copy, pretends that the real one was
deleted as well
Subsequent calls to check for the existence of the
file will return that the file was not found
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Symptom
Application failing to register COM components
at run-time

Fix Description
Redirects HKCR writes (HKLM) to HKCU for a
per-user COM registration

Lighter weight and better performance than
VirtualRegistry with VIRTUALIZEHKCR parameter

Typically, you will use in combination with
VirtualizeRegisterTypeLib
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Luafv.sysLuafv.sys

Ntfs.sysNtfs.sys

LegacyLegacy
ApplicationApplication

User ModeUser Mode

Kernel ModeKernel Mode

\Windows\App.ini\Windows\App.ini

\Users\<user>\AppData\Local\\Users\<user>\AppData\Local\
VirtualStore\Windows\App.iniVirtualStore\Windows\App.ini

VistaVista
ApplicationApplication

\Windows\App.ini\Windows\App.ini

AccessAccess
DeniedDenied
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Ntoskrnl.exeNtoskrnl.exe

LegacyLegacy
ApplicationApplication

User ModeUser Mode

Kernel ModeKernel Mode

HKLM\Software\AppHKLM\Software\App

HKCU\Software\Classes\VirtualStore\HKCU\Software\Classes\VirtualStore\
Machine\Software\AppMachine\Software\App

VistaVista
ApplicationApplication

RegistryRegistry

Access DeniedAccess Denied
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Symptoms
Application is checking the registry for keys
that:

Return a more current value than they are looking
for
Have been deprecated
Deny access to standard users

Fix description
Enables registry functions to allow virtual keys,
redirection, and expansion values

Command line parameters…
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DISABLEWIN9XMODE
DX7A
DX8
IE401
IE60
NT4SP5
NT50
NT51

WIN2K
WIN9X
WINNT
WinNTCurrentVersion
WINXP
X86ARCHLIE
XPSP1LIE
XPSP2LIE
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AddRedirect(HKLM\Key^HKCU\Key^HKLM\
Key2^HKCU\Key2)
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Symptoms
Application receives access denied errors
when trying to write to files
Application received file not found or path not
found errors when trying to write to files

Fix description
Modifies path names to point to a new location
on the drive
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-switch1 -switch2 OLD_PATH;NEW_PATH
OLD_PATH2;NEW_PATH2
Examples:

-b setup.exe;setupapp.exe
-f –p –s -b setup.exe;setupapp.exe
setup.exe;setupapp.exe “Bad Place;Correct
Location”
wordpad.exe;%SystemDir%\wordpad.exe
.\%SystemDir%;%SystemDir%
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When applying CorrectFilePaths to an
installer, you should apply
CorrectFilePathsUninstall as well
Symptoms

Files, directories, and links are left behind
during uninstall

Fix description
Corrects file paths for uninstallation of the
application

Installers that do not remember whether they
installed to user or common directories
Installers shimmed using CorrectFilePaths
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