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Extending OVAL and SCAP

� Expanding data collection capabilities

� Building a comprehensive awareness of asset  

state

� Leveraging SCAP standards and existing 

process
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Overview

� Why OVAL?

� Asking the right questions

� Saving detailed system information

� Leveraging new capabilities

� Looking ahead
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Why OVAL?

� 20 compatible products from 28 organizations

� Powerful compliance assessment capabilities

� Framework for sharing state information
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Asking The Right Questions

� How do you find out which patches are 

installed?

� Enumerate through all possible patches

� Is it possible to identify which software is 

installed on an asset?

� Ask the Operating System

� Which data can better be seen with an 

unbounded approach?

� Anything with a non-trivial number of possible 
values
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Asking the right questions

Bounded Unbounded

� Very concise

� Only report the 

known

� Large breadth

� Identify the unknown
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Asking the right questions

� Define a new “collector” type within OVAL

� It’s a test without a target state
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Saving Detailed System 

Information

� How do you report this new data?

� Use the System Characteristics Schema
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Leveraging New Capabilities

� Example 1: System Detail

� Example 2: Simple Search

� Example 3: Complex Correlation
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Example 1:

System Detail

� Question: Which services are running on Chris’

development environment?
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Example 2:

Simple Search

� Question: Which assets run SQL Express?
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Example 3:

Complex Correlation
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Looking Ahead

� Continuous Monitoring

� Detect Short-Lived Events 

� Immediate Notification
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Contacts

� Kevin Sitto – kevin.sitto@g2-inc.com

� Shane Shaffer – shane.shaffer@g2-inc.com

� Matt Kerr – matt.kerr@g2-inc.com

� http://www.G2-Inc.com


