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Hollywood DRM vs. Government DRM

Studio Content

Hackers Espionage Secrets Privacy Regulation

Government Content
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Issues For Many Information Assurance Approaches

= Lack persistent access controls to prevent
unauthorized information re-distribution

= Cannot dynamically change rights/access
after distribution

Secure Transport

Unauthorized
Users

h File System
\ \

Secure Storage
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Protection must consistently persist in multiple native formats

AUTHORITY:
PRINCIPAL PURPOSE:

Executive Orde
To record name
individuals requ
maintained in by
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prevent further
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TYPE OF REQUEST
X INITIAL | MODIFICATION

THE

NATIONAL STRATEGY TO

SYSTEM NAME (Platform or Annlication
Online Collaboration Portal

-PART I (To be completed by Requestor)

SECURE

1. NAME (Last, First, Middle Initial)
Doe, John

(3. ORGANIZATION

XYZ

CYBERSPACE

6. OFFICIAI
jdoe(@xyz

E-MAIL ADDRESS

1060 West Addison

Chicago. IL 60613

mmh-.la\m-hwml-lk

A B C D
Employees Master List: September 16, 2008
Name Address State Social Security Number
Jill Delph 502 Elmwood St. NY  061-30-39803
Pamela Stratt 12 Looker Ln. WA 332-23-3213
Joe Johnson 23 Weatherby Hill VA  220-43-7294
Sam Greevie 29 Hemlock Dr. CA  228-03-2389
Jeff Hill 13 Pemboke 5t. MD  219-76-3403
Jamie Garnett 98 Overlook Blvd. MH  897-23-0017

Drivers License Number
S07399200
E28082430
P22409881
N23978321

[wniza3249 |
032148709
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Security and Usability: It's not a tradeoff.

Rights Management Can Facilitate:

= More secure sharing

Key management

Automation of protection

Auditing

Independent of storage and transport

Security persistence
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DRM: 1st Generation A & ¢ ¢

= Not really DRM.
= Sensitive content is wrapped in a container file type (e.g. zip, pgp)
= That file is encrypted with a password in that external application

= Recipient types in password, unencrypted and unprotected files are
removed

Once decrypted, unprotected content can be
accidentally or maliciously redistributed
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DRM: 2nd Generation AGAED ¢ ¢

= Native file is encrypted in native application

= RC4/AES encryption based on a shared password
= Permissions disable print, modify, clipboard

= Those permissions are the same for all recipients

= Recipient receives file, enters password, interacts with protected
content

Shared passwords aren’t secure enough
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DRM: 39 Generation A A A ¢

= Native file is encrypted in native application
= RC4/AES encryption using PKI and directory
= Permissions disable print, modify, clipboard

= Each addressed recipient may have different permissions associated
with their public key

= Recipient receives file, decrypts w/ private key, interacts with protected
content with their individualized permissions

Limited permissions aren’t mapped to a cross-application policy and
cannot be dynamically managed inside/outside an organization
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DRM: 4t Generation PAG A A gk e

= Native file is encrypted in native application

= AES encryption managed through webservices to a rights management
server

= Server is connected to internal and external directories of users and
groups

= Server maintains list of policies that map users and groups to
permissions

= Sender or automated process specifies policy by name to encrypt

= Recipient authenticates to rights management server to decrypt file and
interact with the protected content based on the policy permissions

= Recipient actions can be audited
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Today’s Rights Management features

= Directories:
= LDAP
= AD (including DL- and ORG- Exchange mailing lists)
= Custom

= Permissions:

= Open

= Print

= Modify

= Clipboard

= Additional controls:
= Expiration (absolute, relative, immediate revocation)
= Version Control
= Change policy on existing documents
=  Watermarking
= Online/Offline
= Auditing

= Ad-hoc and structured processes
= User initiated on desktop
=  Mapped to ECM/PLM system
= Built into workflow process
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Sample Policy Management

fé LiveCycle Rights Management ES - Windows Internet Explorer | a | ” = -

Lc| ADOBE" LIVECYCLE'W Help IE_EDptions Q.About Q‘ Logout (Kel Varsen)

Home = My Policies = Policy Detail

Policy Detail

1 Detete (3 copy & Eait
Name: Government Agency Pl
Document Expiration Date: MNone
Owner: Kel Varsen
Auto-Offline lease period: 30 days
Description: Restricts access to approved personnel.
Audit document: Yes
Policy ID: OESCEATB-BBAS-121D-EBD4-929CB17ABEDB
Modified Date: September 17, 2008 1:14:57 PM GMT-07:00
Status: Active
Watermark: Confidential
Encryption algorithm and key size: AES 128-bit

Access denied error message:

Name Change Copy Print Offline
Document Publisher tf

rc i

I_.:"Q: Department Classified Personnel Q/

f"& External Auditors

i?"@_\_ Regular Employees

4 tems
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Applying DRM to applications on the desktop

_,:1 Secure v // Sign ~ E_' Forms ~

4 1 Internal PII

[—

9 2 Internal Policies & Procedures

o 3 SCE: ABC123

Manage Security Policies...

Show Security Properties

Adobe LiveCycle Rights Management

Create Security Envelope...
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Two clicks to apply policy

Those policies can be
 Organization-wide

» Workgroup

* Personal




Apply DRM in an Automated Process

dobe LiveCycle Workbench E!
A Ele Window Help
Company Home > User Homes > Adobe Systems Inc > | > landwehr @ o 0% T
F Lc| LiveCyde FormDesign |, LiveCyde Process Design
[ '\ Create RUI e Wiza rd P& Proces... & |Resou... : E L¢ LiveCycle Start Page =] *Insurance Claim:2. 1' (Edit Mode)- Locked by 'Super Administrator' £2 == ﬂp:(ess Overview I3 =
§ I =
& This wizard helps you create a new rule. = r— - Paper 5
#-[F&] Loan Approval Demo o K [H FG}E{I
= {Fg) Sumbission o E‘ ===
Submitt canAppXFA £ &l L‘ﬂ
H - () Il
Steps Step Two - Select Actions Insurance Claim 2
e £ Insurance Claim =g Receive Await
1. Conditions 53] Insurance Claim e Subrmission Responss s B
- . W d 8 5 ol
1. Select Action 1= — Digial Gl B % ?
A & = Properties &3 | Variables =g
- = Response
E se.. x L IS P
Select an action... v olfia & O servee operation
Select an action... [ G = 1) Use s operation to s tasks to users and
4, Summary 2. Q] sssebieroms | g |g o = Y| = A Y reups. e ropertcs wh pemit you t s chocse [
Add aspect to item 5 {F5) Borcoded Forms B () /_Am :
g5 =
Add simple process to item - {FE) Board Books i i @ @ @ e
5] Common Fieview Create Ensble Name | Review Submissien
Check in content % 7] Defauit Submission Package Certty  Lone
z & R Routed based on dlaim type.
Seld Check out content g E\gl(a‘\sswgnamres Claim Review —\ Desaription
S % 5] even
Copy item to a spedific space - [Fa) Form Guides l r—) Service Neme
SyExecute a script % %’?’mz L > — Service Operation
~ |Extract common metadata fields from content B Lo Ayl SL‘D’E ¥ Foute Evauaton
Noi Import an ACP file -5 cuput o > St User Sdlcion
- {F) PDF Distller = r-. » Task Instructions
Increment Counter | POF Generator 2 Ste ) ¥ Form Gota Mappings
To ciInvoke a LiveCyde Process ) [FE) Process Mansgement & = Access DB Send and ¥ Task Access Control List (ACL)
& @ [Fi) Reader Extensions Archive ¥ Delegation and Consultation
Link item to category i [Faj Rights Management. o ¥ Attachments and Notes
Move item to a specific space -] Sumbission SR » Routes and Priority
. £ i {Faj Workspace ¥ Reminders
Remove an aspect from an item > Escalaton
| Secure cont th policy i » Deadine
Send an email to spedified users
Spedialise the type of an item - =
Transform and copy content to a specific space Mai ranch

Policies can be applied through content management systems
and electronic document workflows
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In DRM: Authentication is tied to document opening

L - [B)*

Common authentication
._—.-—_\. Create PDF - £ Combing Files - i 1 Expart - & - = < Farms = - Opt’ons:

g o =

[ [0 ] Ik 100 -

« Username+password
* Username+OTP
o bt + Kerberos SSO

Please enter your Policy Server credentials. ° P IV/CAC PKI

sernarne |

Passwiord |

The information entered here will be sent to:
marble.corp.adobe.com

Do nok continue unless wou trusk this site,

The author of this document may have chosen ko audit some of your

inkeractions with it. If so, the author will be able to view tracked
events,

Privacy and Security...] [ (04 l [ Cancel
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DRM Preventative Control Permission Enforcement

m Edit View Document Comments Forms Tools
Open... Ctrl+O

Organizer »

Create PDF Portfolio

Modify PDF Portfoli »
e oo !f‘i View Document Comments
f_ Create PDE >
q‘f;. Combine >
) Collaborate 4
Save As... Shift+Ctrl+S
& Export >

Attach to Email...

Close Ctrl+W

Properties... Ctrl+D

Print Setup... Shift+Ctrl+P
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DRM Protecting native formats

1 Cirela £t

AAA
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/Sheet2 / Sheet3 /%]

(N d ). J_,j v :’vj 5 Department Energy Employees.xlsx (Protected by Adobe Rights Management) \ \/.A‘.\‘.i.‘.." RO X
- Home Insert Pagelayout Formulas Data Review View Add-Ins EUGLIRT e NERE T
::@ % @ ‘é?j [é @) ;Printin? 4 -Off‘line
——» L v’ Changing @ Expires: Never
Change Remove Revoke Audit Create and Synchronize Choose Help About
Security v History || Manage Policies Off-Line  Server X Copying
| 1 | | J
E8 - ( fe | WN343249
A A B C D E F G
1 Employees Master List: September 16, 2008
2
3 Name Address State Social Security Number Drivers License Number
4 Jill Delph 502 EImwood St. NY  061-50-9803 $67399200
5 Pamela Stratt 12 Looker Ln. VA  332-23-3213 E28082430
6 |JoeJohnson 23 Weatherby Hill VA 220-43-7294 P22409881
7 Sam Greevie 29 Hemlock Dr. CA  228-03-2389 N23978321
8 |Jeff Hill 13 Pemboke St. MD  219-76-3403 [wn343249 |
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DRM protecting CAD files

O - [B]X]|

File Edit View Insert Analysis Info Applications Tools Window Help

= Y = D= Iy £ = = LR
0& B|&S O = Ml B8 0 0): L2 =xsX% E N
o = e
go | (g 3] j‘? (__-9 Browser j_]
@ 6:{: proep://local_proesession?action=drm_rpt V‘*y‘ X {'\ £ H
grorsiol &
e DEFAULT DRM Policy Report
77 DML k-
g gmi Session Permission(s): OPEN, COPY Session Policy: 1 - NO_PRINT _SAVE 57 -
# ) Protrusion id 12 =,
L2 Al DRM Permissions of Objects in Session J
£7 DTM4 yﬂ v
1 FIRST WaLL Object Name Policy Name Permissions .
#- 7)) Smt Cut id 216 v
&L wallid 285 BASE.PRT 1 - NO_PRINT_SAVE OPEN, COPY .
&k Wallid 372 -1
&L wallid 459 _________________________ e
&L wallid 722 i CONFIRMATION [ o/ S8 & A
#- 711" Hole id 869 —— o oy
1 Unbend id 1397 (] The sel ectev operation is not availal e in
7 Smt Cut id 1540 e ) aDRM session with OPEN, COPY permission.
II%, Bend Back id 1752
% Unbend id 895 AT
13 Bend Backid 1115
1% Unbend id 1254 &
& Insert Here 4
7~
X v
x X
)(‘\
&
17
=
7

1 selected Annotation v e

Copyright 2008 Adobe Systems Incorporated. All rights reserved.




Video DRM

Meeting Present Layouts Pods Help l

My Status

&b CAPT Ron Davis

4

— _ N .
& Maj. Sean Wheeler L CAPT Ron Davis & SGM Colin Wardlaw & Maj. Bemnice Brown

Chat ———

Pacific Fleet Commander will
be in attendance today via |
~ | Connect - he will have some
" | specific questions regarding
i our flight ops il

Captain’s Call
Safety Briefing

0800 — 0930 All Hands

| File Share.

Name Size

Annual Safety TNG Gu 30 Ke

Naval Flight Operations Quality Assurance

Human Factors
Agenda

|
Flight Ops Safety SOP 53 KB

M Captains Call Minutes. 2126 Ke

*‘What are Human Factors
*Human Factor Categories
-Safety Incidents
*Fleet Readiness
*Future Efforts
Knowledge Exam

| Share ‘Lv J|_stop Sharing [{Full screen | v || y|[4) ’{31

Not just for consumers
watching movies and TV
shows from the studios.

Policy protection for:

* Recorded meetings
* Online training
 Surveillance footage
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Detective Controls through Dynamic Watermarking
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DRM Summary

Right management is content-centric security on native formats

= documents, forms, media

= Protects information throughout its lifecycle

= create -> collaborate -> archive -> destroy
= Maintains protection inside and across organizations

= Persistent protection

= independent of storage and transport; online & offline
= Applied via ad-hoc and structured processes

= Only the intended recipients can interact with protected content
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Adobe Initiatives Of Interest to Government

AUTHENTICATED /

U.S. GOVERNMENT
INFORMATION
‘*“f GPO

LiveCycle Acrob d Read FIPS 140-2 modules
Rights crobat and Reader  )ccons & SHA512  Certified Documents
Management JITC Certification EDCC

remain in effect unt

DD FORM 2887, DEC 2004

Redaction & CAC & PIV
Sanitization Support

Digital Signatures
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For more information:
http://adobe.com/government

http://blogs.adobe.com/security
John Landwehr: (408)536-6763; jlandwehr @ adobe

Copyright 2008 Adobe Systems Incorporated. All rights reserved.

Al

Adobe



