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Implementanon of Cummnnl}'lujll:cepted Security Configurations for
Windows Cperating Systems

To improve information security and reduce overall IT operating costs, agencies who
have Windows XP ™ deploved and plan to uperade to the Vista' ™ operating system are
directed to adopt the security configuratons developed by the National Instimze of
Standards and Technology (MIST), the Department of Defense (DoDY) aud the
Deparmment of Homeland Securiny (DHS).

The recent release of the Vista™™ Cperating system provides 2 umigue oppormmity for

agencies 1o deploy secure confizurations for the first mme when ap operating system is
releasad Thereforae, it is crincal for sll Federal agencies to put in place the proper
Zovernance stmcnre with appropriate policies to ensure a very small nnmber of securs
configurations are zllowed to ba used.

Dol has worked with NIST and DHS to reach a consensus agresment on secure
configurations of the Vista™ operasing svstem, and to deploy standard secure desk tops
for Windows XP™. Informarion is mere secure, overall network performance is
improved, and overzll operating costs are lower.

Agencies with these operating systams and'or plans to upzrade to thess operating systems
must adopt thesa standard sacurity confizurations by February 1, 2008, Agencies are
requested to submit thewr draft implementzton plans by May 1, 2007 ar

fismaigomb eop.gov. With your endorsament we will work with vour CI0s on this effort
o mnprove our security for govemment information. If you have questions about this
requirement, please contact Karen Evans, Administrator, E-Government and Information
Technology at (202)395-1181 or at fismaiomb.eop.gov.
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MEMORANDUM FOR CHIEF INFORMATION OFFICERS
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FROM: Karen 5. Evans W M%g.,@a S

Administrator
Office ofEGu wemment andlnﬁmm}nm Technology
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for Federal Ps Policy

SUBIECT: Ensming New Acquisitions Include Common Security Configurations

The Office of Management and Budget recently issued pelicy memorandum M-07-11,
Implememanm of Ca mmnnlym: epted Security Confizurations for Windows rating
Systems,” which stated: “agencies with these eperating systems [Windows XP and VISTA]
and/or plans to upgrade to these operating systems must adopt these standard secunity
configurations by February 1, 20087

This dum provides language for your agency touse m
solicitations to ensure new acquisitions mchude these common securify confizurations and
information technology providers certify their products operate effectively using these
configurations. Your agency may determine other specifications and/or language is necess, ary:

“3) The provider of i ion technology shall certify are filly

and operate correctly a5 intended on systems using { the Federal Dokt top Core

Configuration (FDCC). This includes Intemet Exp]m 7 configured to operate on

Windows XP and Vis m(mProne[dMode n Vista). For the Windows 3P settings,
rimce W e Vis

e sent to fizmaidomb.ecp.gov. If you
outact Daniel Costello at 202-305-7857

The provider of information technology shall
certify applications are fully functional and
operate correctly as intended on systems using
the Federal Desktop Core Configuration (FDCC).
This includes Internet Explorer 7 configured to
operate on Windows XP and Vista (in Protected
Mode on Vista).*

“Applications designed for normal end users shall
run in the standard user context without elevated
system administration privileges. "

The National Institute of Standards and
Technology (NIST) and the Department of
Homeland Security continue to work with Microsoft
to establish a virtual machine to provide agencies
and information technology providers’ access to
Windows XP and VISTA images. The images will
be pre-configured with the recommended
security settings for test and evaluation
purposes to help certify appllcatlons operate
correctly. *“ <




“f1 Group Policy Object Editor
File Action View Help

e
] FDCC - Vsta [fdcc-de fdccnist gov] Policy || Poicy = Policy Setting
- C”";F’f“t:' C”S""E“’Et‘”" Access Credential Manager as a trusted caller Not Defined
1 \; d“’ﬁ ;;‘;”9‘ Access this computer from the network Adrministrators
I I < ”‘";”W; (St‘;:‘g: e, Act as part of the operating system
< e Add workstations to domain Not Defined

8 Deployed Printers

4 3 SecuritySettings Adjust memory quotas for a pracess Administrators,LOCAL SERVICE,...
. 5 Account Policies Allow log on locally Administrators, Users
4 3 Local Policies Allow log on through Terminal Services Remote Desktop Users, Administ...
3 Audit Policy Back up files and directories Administrators
3 UserRights Assignment Bypass traverse checking Users NETWORK SERVICE,LOCA,
3 Security Options Change the system time Administrators,LOCAL SERVICE
3 Eventlog Change the time zone Administrators,LOCAL SERVICE,
# Restricted Groups Create a pagefile Administrators
7 System Senvices Create a token object
% Registry Create global objects Administrators,LOCAL SERVICE,.
5 File System Create permanent shared objects. Not Defined
Wired Network (IEEE 802.3) Polici | () Create symbolic links Administrators
| Windows Firewall with Advanced | () pebug programs A etrators
Wireless Network (IEEE 802.11) Pd Deny access to this computer from the network Guests
MIPUBRCKey Bolices Denylog on as a batch job Guests

| Software Restriction Policies
“| Network Access Protection
+ &, IP Security Policies on Active Dire]
Al Policy-based QoS
| Administrative Templates

Deny log on as a service
Deny log on locally Guests
Deny log on through Terminal Services Guests
Enable computer and user accounts to be trusted for delegation

4 4 User Configuration Force shutdown from a remote system Administrators
| Software Settings Generate security audits LOCAL SERVICE, NETWORK SER.
| Windows Settings Impersonate a client after authentication Administrators,LOCAL SERVICE,
| Administrative Templates Incresse 3 process working set LOCAL SERVICE, Administrators
Increase scheduling priority Administrators
Load and unload device drivers Administrators

Lock pages in memory
Log on asa batch job
Log on asa service Not Defined

#
secure elements®
" | # I audit. evaluate. comply.

| Compliance
Matfo m

&

ﬁ Registry Editor
File Edit View Favorites Help

4 . CurrentControlSet = || Name Type Dato
Cantrol, 25| (Defautt) REG_SZ fvalue not set)
::?ware — Dhcpv6DUID REG_BINARY 000100 01 0e 0d 19 51 00 03 f ca e3 be
1 4 REG_DWORD 000000003 (10)
Services
NET CLR Data
NET CLR Netwo

.NET Data Provic

.NET Data Provic

NETFramework -
b Pl m 3

FDCC Virtual
Machine Image
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uote from OMB Memo Establishment of Windows XP and VISTA Virtual Machine
nd Procedures for Adopting the Federal Desktop Core Configurations

nformation technology providers  must use S-CAP validated tools, as they
ome available, to certify their products do not alter these configurations,
encies must use these tools when monitoring use of these

ations. “
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(Documentation

FOCC Documentation

MLl

FDCC GPO Release

Release 1.0 - Draft
[xls, 100K]

SHA-1 Digest:
2CBS55444394B73
EGSEF411758978
094123258840

5HA-256 Digest:
DeECFI63F4D2ZFA
4ABIZ2BATID1S2T
768DDF3ACCCE? S
872496DE4C4C23
E283CD17

1.0 -Draft [zip, ~2 MB]

SHA-1 Digest:
B46C514BFABD312F
ASC1ACI49AFAD4D
2D15215FC

5HA-256 Digest:
682B0S97721E068
170AD7 CEBB2BCT
0045803FEGADDA
8C97AG0A194C13
CEFCDASC

VHD Files

Windows XP FDCC
WHD Release 1.0
[Click to download] -
Drraft [zip, ~1.8GB]

Note:

Internet Explorer &
and 7 have a download
limitation of 2 GB and
4 GEB respectively.
Other browsers do not
appear to have this
limitation.

SHA-1 Digest:
ESOE4F3E40920D
595FAD481B3AF7
E72C76203249

5HA-256 Digest:
1F20C16983CF30
B3187EASSCDO7B
ABZ29CF18FOF41D
89E87BBECBDBSC
D7 68858E

Windows Vista FDCC
WHD Release 1.0 -

Click to download
-Draft [zip, ~4.5GB]

Note:
Internet Explorer &
and 7 have a download

SCAP Content

FDCC SCAP Content

Windows XP SP2

Windows XP Firewall
Internet Explarer 7.0
Windows Vista
Windows Wista Firewall
The preceding files are
intended far use with

"SCAP FDCC scanning
capable" tools.







