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SCAP Initiatives

Our Opportunity To Excel

Kent Landfield

Director, Security Research



SCAP Participation in the Security Industry

• OVAL (Open Vulnerability & Assessment Language)
— Carl Banzhof and Kent Landfield active OVAL Board Members

— PA/RM certified as OVAL 4.x and OVAL 5.x Results Schema Compatible

• CVE (Common Vulnerabilities & Exposures) Standard
— Kent Landfield one of initial CVE Editorial Board Members

— Policy Auditor and Remediation manager certified as a CVE Compatible product

• CCE (Common Configuration Enumeration)
— Participating in initial CCE foundation work

— Members of CCE Working Group

• CPE (Common Platform Enumeration)
— Active participation in specification review and dictionary content

• NIST 
— Initial Submitter to the NIST Security Configuration Checklists Repository

— Participated in the NIST “Workshop on State of the Art in Software Assurance Tools”

— Presented at the 2nd Security Automation Conference and Workshop in Sept. 2006

• XCCDF (Extensible Checklist Configuration Description Format )
— Past and current participant in NIST/NSA’s XCCDF workshops and effort



What a difference a year makes…

• We were all drinking the Kool-Aid last year.

• The promise was there but everything was extremely 

immature. Many were asking “Where’s the Beef?”

• CCE had no ‘official’ content

• Many real problems existed that had many participants 
wondering if the effort would flameout in the year to 
come

• Only a couple vendors had even simple prototypes

• This conference had 220+ registered attendees

• The effort didn’t even have a name...



Since the last conference we have…

• Greatly matured the individual component standards

• Done the same for the SCAP Repository content

• Established SCAP 1.0 draft requirements for product certification 

testing 

• FDCC and OMB changed the landscape and user/community interest

• 800+ attendees registered for the Third Annual Conference

• Many more Product Vendors wanting to play

• OS Vendors are participating where that was a pipe dream a year ago

• The SCAP development community is working well together to provide 
value and integrated standards 

• The focus in 2006 of hope and potential has changed to planning 
integration of large efforts to solve real security and validation issues 
and provide demonstrable ROI surrounding SCAP uses.

• And to those that were here last year, no rants…



Conference Focus - 2006

� CVE (Common Vulnerabilities and Exposures)

� OVAL (Open Vulnerability and Assessment Language)

� XCCDF (The Extensible Configuration Checklist 

Description Format)

� CCE  (Common Configuration Enumeration)

� CVSS (Common Vulnerability Scoring System)

� NVD (National Vulnerability Database)



SCAP Components - 2007

� CVE (Common Vulnerabilities and Exposures)

� OVAL (Open Vulnerability and Assessment Language)

� XCCDF (The Extensible Configuration Checklist 

Description Format)

� CCE  (Common Configuration Enumeration)

� CVSS (Common Vulnerability Scoring System)

� NVD (National Vulnerability Database)

� CPE (Common Platform Enumeration)

� CRF      (Common Result Format)
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ePOePO

McAfee Risk and Compliance Solutions

McAfee NAC stops non-
compliant systems from 
accessing secured 
network

Data Loss Prevention & 
Secure Internet Gateway
prevent data leakage from 
managed and unmanaged devices 

McAfee Policy Auditor
provides agent policy 

management & IT controls 
reporting

Foundstone
provides network

vulnerability 
management

McAfee Remediation
Manager enables automated

remediation of vulnerabilities and 
correction of policy violations



How is McAfee affected by SCAP?

• Early this year McAfee adopted all the SCAP components as content 
format, transport and results generation for our Risk and Compliance 
Management and NAC product lines.

• We also have roadmap plans to integrate SCAP into our Vulnerability 
Management product

• CCE, CVE, CVSS and CPE used in our Threat Information Service

• Developing a single set of Compliance related content in a single place 
(AVERT) and making it available through multiple products

• Creating a Benchmark Tailoring and Editing tool that will be a shared 
component in multiple products

• Adding these products into our ePO framework

• This will allow us to provide a single console with
— Management for multiple Risk and Compliance products
— Use a single set of SCAP content shared across multiple products
— Benchmark tailoring and internal policy customization useable by multiple 

groups in an organization
— A single means to update the content and software



The community still need a few things…

Reference Implementations needed for
— XCCDF Editor

— XCCDF Processing Engine

— Organizational Namespace allocation

— Repository Manager / Management software

— Document generation from an XCCDF file

— Signature architecture worked out 

• Real documentation around the SCAP Standards 

• Need “Best Practices” called out for developing against 

the standards



© 2007 McAfee, Inc.

Questions???

We have come a VERY long way in the past year!!!

Kent Landfield
Kent_landfield@mcafee.com

Office:  972.963.7096
Mobile: 817.637.8026

See y’all at the Fourth Annual Security Automation 
Conference.


