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CVE

CPE CCESCAP

OVAL
CVSS

XCCDF

http://nvd.nist.gov

•50 million hits per year
•20 new vulnerabilities per day
•Mis-configuration cross references
•Reconciles software flaws from US CERT and MITRE 
repositories
•Produces XML feed for NVD content
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Asset
Management

Vulnerability Management

Configuration
Management

CVE

CPE CCESCAP

OVAL
CVSS

Compliance Management

XCCDF

Misconfiguration

Common Vulnerability Enumeration
Common Platform Enumeration
Common Configuration Enumeration
eXtensible Checklist Configuration Description Format
Open Vulnerability and Assessment Language
Common Vulnerability Scoring System
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Determine security control effectiveness (i.e., 
controls implemented correctly, operating as 

intended, meeting security requirements)

SP 800-53A

Assess
Security Controls

Continuously track changes to the information 
system that may affect security controls and 

reassess control effectiveness

SP 800-37 / SP 800-53A

Monitor
Security Controls

Document in the security plan, the security 
requirements for the information system and the 

security controls planned or in place

SP 800-18

Document Security 
Controls

SP 800-37

Authorize 
Information System

Determine risk to agency operations, agency assets, 
or individuals and, if acceptable, authorize information 

system operation

SP 800-53 / SP 800-30

Supplement 
Security Controls

Use risk assessment results to supplement the 
tailored security control baseline as needed to ensure 

adequate security and due diligence

FIPS 200 / SP 800-53

Select      Security 
Controls

Select baseline (minimum) security controls to protect 
the information system; apply tailoring guidance as 

appropriate

Implement security controls; apply 
security configuration settings

Implement Security 
Controls

SP 800-70

Define criticality /sensitivity of 
information system according to 

potential impact of loss

FIPS 199 / SP 800-60

Categorize 
Information System

Starting Point
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Ai Metrix
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100 Bureau Drive  Mailstop 8930
Gaithersburg, MD USA 20899-8930

ISAP NIST Project Lead NVD Project Lead
Steve Quinn Peter Mell
(301) 975-6967 (301) 975-5572
stephen.quinn@nist.gov mell@nist.gov

Senior Information Security Researchers and Technic al Support
Karen Scarfone Murugiah Souppaya 
(301) 975-8136 (301) 975-4758 
karen.scarfone@nist.gov murugiah.souppaya@nist.gov

Matt Barrett Information and Feedback
(301) 975-3390 Web: http://scap.nist.gov
matthew.barrett@nist.gov Comments: scap-update@nist.gov
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