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FISMA Compliance Model

30.000 FT FISMA Legislation
’ High Level, Generalized, Information Security Requirements
15,000 FT

s & . L

Technical-level Operational-level
Security Controls Security Controls

5,000 FT




Current State: Compliance and Configuration Management
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Current State: Vulnerability Trends
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» Decreased timeline in exploit development coupled with a decreased patch
development timeline (highly variable across vendors)
* Increased prevalence of zero day exploits
* Three of the SANS Top 20 Internet Security Attack Targets 2006 were
categorized as “configuration weaknesses.” Many of the remaining 17 can
be partially mitigated via proper configuration.




Current State: Vulnerability Management Industry

= Product functionality is becoming more hearty as vendors
acknowledge connections between security operations and a
wide variety of IT systems (e.g., asset management,
change/configuration management)

= Some vendors understand the value of bringing together
:\ vulnerability management data across multiple vendors
i .

Vendors driving differentiation through:

= enumeration, Hinders information sharing and automation
evaluation, Reduces reproducibility across vendors
content,
measurement, and
reporting

Drives broad differences in
prioritization and remediation




What is SCAP?

How What

Standardizing the format by which we Standardizing the information we
communicate communicate
Protocol Content

http://nvd.nist.gov

*50 million hits per year

20 new vulnerabilities per day
*Mis-configuration cross references
*Reconciles software flaws from US CERT and
MITRE repositories




Security Content Automation Protocol .

Standardizing How We Communicate

MITRE

E\- CVE

cve.mitre.org

C( €. cce

Symantec, C
Mellon Unive

™
common platform enumeration

Common
Vulnerability
Enumeration

Common
Configuration
Enumeration

Common Platform
Enumeration

eXtensible Checklist
Configuration
Description Format

Open Vulnerability
and Assessment
Language

Common
Vulnerability Scoring
System

Standard nomenclature and
dictionary of security related
software flaws

Standard nomenclature and
dictionary of software
misconfigurations

Standard nomenclature and
dictionary for product naming

Standard XML for specifying
checklists and for reporting
results of checklist evaluation

Standard XML for test
procedures

Standard for measuring the
impact of vulnerabilities




Existing Federal Content

Standardizing What We Communicate

PNisT

,-"" Security Configuration

| CHECKLIS TS
|'1'I|:..I'.i'f‘hl‘{tl ALAistgow
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In response to NIST being named in the
Cyber Security R&D Act of 2002

Encourages vendor development and
maintenance of security guidance

Currently hosts 112 separate guidance
documents for over 125 IT products

Translating this backlog of checklists into
the Security Content Automating Protocol
(SCAP)

w Participating organizations: DISA, NSA,

. NIST, Hewlett-Packard, CIS, ITAA, Oracle,
"-, Sun, Apple Microsoft, C|tadel LJK Secure
v Elements, ThreatGuard, MITRE

: Corporatlon G2, Ver|S|gn Verizon Federal,
Kyocera Hewlett-Packard, ConfigureSoft,
8 | McAfee, efc.

Sponsored by '
DHS National Cyber Security Division/US-C

National VVulneé

a comprehensive cyber/v AEFE0TTE Urce

Over 4 million hits per month
About 20 new vulnerabilities per day
Mis-configuration cross references to:

NIST SP 800-53 Security Controls (All
17 Families and 163 controls)

DoD IA Controls

DISA VMS Vulnerability IDs
Gold Disk VIDs

DISA VMS PDI IDs

NSA References

DCID

1ISO 17799

Reconciles software flaws from:

US CERT Technical Alerts

US CERT Vulnerability Alerts
(CERTCC)

MITRE OVAL Software Flaw Checks
MITRE CVE Dictionary

Produces XML feed for NVD content |
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Checklist XCCDF
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Misconfiguration CCE
General Impact CVSS

CVE
General Impact CVSS

Software Flaw

Test Procedures OVAL

Patches OVAL

How SCAP Work

Specific Impact CVSS
Results

Specific Impact CVSS
Results

COTS/
GOTS
Tools




Integrating IT and IT Security Through SCAF ,

Vulnerability Management

CVE

Misconfiguration

Asset
Management

Configuration
Management

Compliance Management . 2




Federal Risk Management Framework

FIPS 199 / SP 800-60

SP 800-37 / SP 800-53A FIPS 200 / SP 800-53
1 iy Con - ‘

Security Controls

SP 800-37 || | I SP 800-53 / SP 800-30

t— cHll|

[ —

SP 800-53A SP 800-18
SP 800-70

Assess
Security Controls < Implement G
d Security Controls




Controls with Automated Validation Suppo

Tool Set Automation
Framework Tools Full Automation
Partial Automation

Security Content Full Automation

Automation Protocol Partial Automation

Future Automation Techniques
or No Automation

Total Controls

Control
Count

49

31
39

44

163

Control
Percent

30%

19%
24%

27%

100%

Control
Example

PL-2 System Security
Plan

AC-11 Session Lock

AC-8 System Use
Notification

AC-1 Access Control
Policy and Procedures




Traceability within SCAP XCCDF

Keyed on SP800-53
<Groupid=" " hidden="true">4—_ Security Controls

<title>Authenticator Management</title>
<reference>ISO/IEC 17799: 11.5.2, 11.5.3</reference>

<reference>NIST 800-26: 15.1.6, 15.1.7,15.1.9, 15.1.10,
15.1.11, 15.1.12, 15.1.13, 16.1.3, 16.2.3</reference>

<reference>GAO FISCAM: AC-3.2</reference>

<reference>DOD 8500.2: [AKM-1, IATS-1</reference>

<reference>DCID 6/3: 4.B.2.a(7), 4.B.3.a(11)</reference> /
</Group>

> Traceability to Mandates

<Rule id="minimum-password-length" selected="false"
weight="10.0">

<reference>CCE-100</reference>

<reference>DISA STIG Section 5.4.1.3</reference> \
<reference>DISA Gold Disk ID 7082</reference>
<reference>PDI |AIA-12B</reference> > Traceability to Guidelines
<reference>800-68 Section 6.1 - Table A-1.4</reference> |
<reference>NSA Chapter 4 - Table 1 Row 4</reference> /
<requires idref="  "/>

[pointer to OVAL test procedure] Rationale for security i
€ configuration AR




Current and Near-Term

Use Cases

Configuration

Organization
Guidelines
(e.g., STIG)

National
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(e.g., IAVA)

Organization
Vulnerability
Database

Mlsconflguratl‘\
Software Flaws

Organization
COTS / GOTS
NIST

Monitor/Assess/Evaluate

Standardized

Standardized

Standardized

Checklist Test Measuremt_ant
Procedures and Reporting
XCCDF OVAL XCCDF
CVSS

Risk Decision

Report
Xceb
F
CVSS £ 7
Decision and Compliance Risk Management
Change Control Report and Compliance
Process ;(CCD Process
cvss )
Metrics
Report
Xceb
F
CVSS
i Standardized Standardized
SIEle R Change Measurement
—> Change List —> 9 .
Procedures and Reporting
XCCDF OVRL CVSS
XCCDF
Implement/Remediate




Security Visibility Among Business/Mission
Partners

Organization One ‘ ‘ ‘

Information
System
- @
System Security Plan | > | > | > _
| Security Assessment Report |

Security Assessment Report

Plan of Action and Milestones < | < | < | _

The objective is to achieve visibility into prospective business/mission partners information
security programs BEFORE critical/sensitive communications begin...establishing levels of
security due diligence and trust.




Stakeholder and Contributor Landscape: Industry "

Product Teams and Content Contributors

A TILO COMPANY

¢ e eEye Digitol Security® 9 secure elements” %L/T hreaﬂjUﬂrd B I r c | e

audit. evaluate. comply. Network Security

' FUGEN McAfee’ 9 symantec. Configure

b GIDEON TECHNOLOGIES LEE&E!;E Ai Metrix
Securelnfo Lumension

THE INFORMATION ASSHRANCE EXPERTS SECURITY.

Premier Data Services




Stakeholder and Contributor Landscape: Federal Agencie
SCAP Infrastructure, Beta Tests, Use Cases, and Early Adopters b

DHS

NSA

DISA

EPA

NIST




OMB Memo M-07-11

Implementation of Commonly Accepted Security Configurations for Windows Operating Syster

EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF MANAGEMENT AND|{BUDGET
WASHINGTON, D.C. 20503

IEPUTY DIRECTOR
FOR MAKAGEWENT
March 22, 2007

-07-11
MEMOFANDUM FOF. THE HEADS OF DEPARTMENTS AND AGENCIES

FROM: Clzy Johnson
Diepury Diractor for Management

SUBJECT: Implementstnon of Commoenly Accepted Securtty Configurations for
Windows Cperating Systems

To improve information security and reduce overall IT operating costs, agencies who
have Windows Xp ™ deploved and plan to uperade to the Vista H OpEerafing system, are
directed to adopt the security configuratons developed by the National Instimze of
Srandards and Technology (MWIST), the Deparment of Defense (DoD)) and the
Deparmment of Homeland Securiny (DHS).

The racent release of the Vista™ Cperating system provides 2 umgue oppormmity for
agencies 1o deploy secure confizurations for the first mme when ap operating system is
releasad Thereforae, it is crincal for sll Federal agencies to put in place the proper
Zovernance stmcnre with appropriate policies to ensure a very small nnmber of securs
configurations are zllowed to ba used.

Dol has worked with NIST and DHS to reach a consensus agresment on secure
configurations of the Vista™ operasing svstem, and to deploy standard secure desk tops
for Windows XP™. Information is more secure, overall network performance is
improved, and overzll operating costs are lower.

Agencies with these operating systams and'or plans to upzrade to thess operating systams
must adopt thesa standard sacurity confizurations by February 1, 2008, Agencies are
requested to submit thewr draft implementzton plans by May 1, 2007 at

fizmaid omiz eop.gov. With your endorsement we will work with vour CIOs on thus effort
o mnprove our security for govemment information. If you have questions about this
requirement, please contact Karen Evans, Administrator, E-Government and Information
Technology at (202)395-1181 or at fismaiomb.eop.gov.

Corresponding OMB Memo to

* Requires, “Implementing and
automating enforcement of these
configurations;”

“NIST has established a program to
develop and maintain common security
configurations for many operating
systems and applications, and the
“Security Content Automation
[Protocol]” can help your agency
use common security
configurations. Additionally, NIST’s
revisions to Special Publication 800-70,
“Security Configuration Checklist
Program for IT Products,” will provide
your agency additional guidance for
implementing common security
configurations. For additional
information about NIST’s programs,
please contact Stephen Quinn, at

Stephen.QUinn/ X P




OMB Memo M-07-18

Ensuring New Acquisitions Include Common Security Configurations

“The provider of information technology shall
certify applications are fully functional and
;*;;Wf*IFORgg;g*gg&;g}g%‘;%gf operate correctly as intended on systems using
o m&{’fW;M the Federal Desktop Core Configuration (FDCC).

pprel € L This includes Internet Explorer 7 configured to
. operate on Windows XP and Vista (in Protected
TR S Mode on Vista).*

e “Applications designed for normal end users shall
mﬁﬁ“ﬁ;ﬁmmmﬁﬁaﬁiﬁ run in the standard user context without elevated
e system administration privileges.”
“The National Institute of Standards and
Technology (NIST) and the Department of

Homeland Security continue to work with Microsoft
to establish a virtual machine to provide agencies
and information technology providers’ access to
Windows XP and VISTA images. The images will
be pre-configured with the recommended
security settings for test and evaluation
purposes to help certify appllcatlons operate
correctly. “ g -




Producing an FDCC
Virtual Machine Image

Implement FDCC settings on virtual machine
Images

Use SCAP to verify FDCC settings were
\ implemented correctly
. Windows XP
Windows Vista
Windows XP Firewall
Windows Vista Firewall
Internet Explorer 7.0

ncile any “failed” SCAP tests

FDCC Virtual

d xceptlons Machine Image

“f1 Group Palicy Object Editor
File Action View Help
= |
FDCC - Vista [fdce-de fdcc.nist.gov] Policy Pojicy
4 & Computer Configuration
1 Software Settings
4 (71 Windows Settings

Access Credential Manager as a trusted caller
Access this computer from the network

Act a5 part of the operating system

2] Seripts (Startup/Shutdown)
Deployed Printers
4 Security Settings
3 Account Policies
4 3 Local Policies
Audit Policy
i User Rights Assignment
J Security Options
§ Eventlog
 Restricted Groups
i System Senvices

Allow log on locally

Change the time zone
Create a pagefile
Create a token object
% Registry Create global objects
i File System

Zif Wired Netuwork (IEEE 802.3) Polici

Create symbolic links

Add workstations to domain

Back up files and directories
Bypass traverse checking
Change the system time

Create permanent shared objects

Adjust memory quotas for a pracess

Allow log on through Terminal Services

Windows Firewall with Advanced

Zilf Wireless Network (IEEE80211) Pc
1 Public Key Policies
1 Software Restriction Policies
1 Network Access Protection

&, 1P Secuiity Policies on Active Dire

Al Policy-based QoS
| Administrative Templates

4 % User Configuration

1 Software Settings
| Windows Settings
| Administrative Templates

Debug programs
Deny access to this computer from the network

Deny log on as a batch job

Deny log on as a service

Deny log on locally

Deny log on through Terminal Services

Enable computer and user accounts to be trusted for delegation
Force shutdoun from a remote system

Generate security audits

Impersonate a client after authentication

Increase a process working set

Increase scheduling priority

Load and unlozd device drivers

Lock pages in memory

Log on asa batch job

Palicy Sefting B
Not Defined
Administrators

Not Defined
Administrators,LOCAL SERVICE,...
Administrators, Users

Remote Desktop Users, Administ...
Administrators

Users NETWORK SERVICE,LOCA,
Administrators,LOCAL SERVICE
Administrators,LOCAL SERVICE,
Administrators

Administrators,LOCAL SERVICE,
Not Defined

Administrators

Administrators

Guests

Guests

Guests
Guests

Administrators
LOCAL SERVICE, NETWORK SER.
Administrators,LOCAL SERVICE,
LOCAL SERVICE, Administrators
Administraters
Administrators

- - + || [ Log on as a service Not Defined o
s
secure elements”®
audit. evaluate. comply.
Compliance
Matfor m
ﬂ’ Registry Editor |?HE|@
File Edit View Favorites Help
4 | CurrentControlSet o | g Data
: Contiol 28] (Default) REG_S7 (value not set)
Enum

[T

Hardware Profiles

Services

£4] Dhepv6DUID REG_BINARY
bledC REG_DWORD

JNET CLR Data
.NET CLR Netwo
.NET Data Provic
.NET Data Provic
MNETFramework -

» € I

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip6\Parameters

0001 00 01 Oe 0d 19 51 00 03 ff ca €3 be
0x0000000a (10)




OMB 31 July 2007 Memo to ClOs

Establishment of Windows XP and VISTA Virtual Machine and Procedures for Adopting the Federal

Desktop Core Configurations

July 31, 2007

MEMOERANDUM FOR CHIEF INFORIMATION OFFICEES

FEOM: Earen Evans
Administrator, Office of E-Government and Information Technology
=UBIECT:  Establishment of Windows XP and VISTA Virtual Machine and Procedures for

Adopting the Federal Desktop Core Configurations

The Office of Management and Budget recently 1zsued policy memorandum M-07-11,
“Implementation of Commonly Accepted Security Configurations for Windows Operating
systems,” which stated: “agencies with these operating systems [Windows XP and VISTA]
andior plans to upgrade to these operating systems must adopt these standard security

configurations by February 1, 20087
\ Az we noted in the June 1, 2007 follow-up policy metnerandum M-07-18, “Ensuring

| New Acquisttions Include Common Security Configurations,” a virtual machine would be
established “to prowide agencies and information technology providers” access to Windows 3P
and VISTA images.” The MNational Institute of Standards and Technology (MNIST), Microsoft, the
Department of Defense, and the Department of Homeland Security have now established a
website hosting the wirtual machine images, which can be found at: http fesrc nist gow'fdec. The

\wcbmtc also includes frequently asked questions and other technical information for adopting the

Federal Desktop Core Configurations (FDCC).

Your agency can now acquire information technolo gy products that are self-asserted by
information technology providers as compliant with the Windews 2P & VISTA FDCC, and use
NIZT s Security Content Automation Protocol (5-CAP) to help evaluate providers” self-
\asscmons Information technole gy providers must use 3-CAP validated tools, as they become

avatlable, to certify their products do not alter these configurations, and agencies must use these
tools when monitoring use of these configurations. Eelated resources (e g, group policy objects)
are also provided to help facilitate agency adoption ofthe FDCC

For additional information about this initiative, please call 1-800-FED-INFO.  Additional
information about the 3-CAP can be found at; http Hnvd. nist sowiscap.cfm.

“As we noted in the June 1, 2007 follow-up policy
memorandum M-07-18, “Ensuring New Acquisitions Include
Common Security Configurations,” a virtual machine
would be established “to provide agencies and
information technology providers’ access to Windows
XP and VISTA images.” The National Institute of
Standards and Technology (NIST), Microsoft, the
Department of Defense, and the Department of Homeland
Security have now established a website hosting the virtual
machine images, which can be found at:
http://csrc.nist.gov/fdcc.”

“Your agency can now acquire information technology
products that are self-asserted by information technology
providers as compliant with the Windows XP & VISTA
FDCC, and use NIST’s Security Content Automation
Protocol (S-CAP) to help evaluate providers’ self-
assertions. Information technology providers must use
S-CAP validated tools, as they become available, to
certify their products do not alter these configurations,
and agencies must use thesetoq i '

use of these configurationsglii ¥ ¢




Accomplishing FDCC with SCAP

Operations Product
Teams Teams Function
° ° Test to ensure products do not change the FDCC
settings
® Assess new implementations for FDCC compliance
\ ® Monitor previous implementations for FDCC compliance
P Generate FDCC compliance and deviation reports

\ and Procedures for Adopting the Federal Desktop Core Configurations
‘Information technology providers must use S-CAP validated tools as they




The Relationship Between FDCC and SCAP Prodt

Compliance
s SCAP
.} Self Asserts NVLAP Compliant
) _ SCAP Compliance Test Effort Products
SCAP Product
|\ .l Self Asserts m
L ! ‘ FDCC Compliance N
‘ Federal Agency
Eoduct Vendor
SCAP
Compliant __  Compliant with M-07-18?
+ + Product == |mplement Product?
FDCC Virtual

Machine Image
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NIST Security
Configuration
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Products

Security Content
Automation Protocol

Guidance for

Securing Microsoft
Windows Vista

Guidance for

Securing Microsoft
Windows XP Home
Edition: A NIST
Security
Configuration
Checklist
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Securing Microsoft
Windows XP Systems
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A NIST Security
Configuration
Checklist

NIST Systems
Administration
Guidance for
Windows 2000

Professional
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Implementation
Project

+ In support of the OMB Memoranda

+ MNIST Frequently Asked Questions - FAQs - 2007-07-31

+ Download the FDCC documentation, group policy objects,
Microsoft virtual hard disks, and security content automation
protocol {SCAP) content - 2007-07-31

In Support of the OMB Memoranda

Under the direction of OMB and in collaboration with DHS, DISA, NSA,
USAF, and Microsoft, NIST has provided the following resources to help
agencies test, implement_ and deploy the Microsoft Windows XP and Vista
Federal Desktop Core Configuration (FDCC) baseline.

¢ Technical FAQs for FDCC baseline

¢ FDCC draft documentation, group policy objects (GPOs), Microsoft
virtual hard disks (VHDs), and security content automation protocol
(SCAP) content

The VHDs and GPOs should only be used for testing purposes and should not
be deployed in an operational environment without extensive testing.

Comments and questions may be addressed to fdcc@nist.gov.

NIST




Frequently As

Technical FAQs

This frequently asked questions (FAQ) document addresses subjects associated with
the March 2007 OMB-mandated Federal Desktop Core Configuration (FDCC).
Topics include the FDCC, laboratory testing of the FDCC, agency testing of the
FDCC, use of the SCAP to evaluate computers for FDCC compliance, deploving the
FDCC, and reporfing dewatmns to I‘]le FDCC This FAQ should be considered an
addition to the Managing Se g @

1. What is the Federal Desktop pnfiguration {FDCC)?

The Federal Desktop Core Configuration (FDCC) is an OMB-mandated security

configuration. The FT

FDCC Laboratory Testing

operating system soft
Desktop Core Confi
2007 ﬁlpemorjndmn% . What was the objective of the recent NIST test effort?
a corresponding mem In support of OMB and Fede € A T
Chief Information Off  DISA. ]:\'l.'lCIOSAE)ﬂ, and ﬂ?JId-I: FDCC Agency Testing
laboratory testing to verify ac
written FDCC policy. 1. What are Virtual PCs (VPC), and what is the difference between a

2. What operating sy

Currently, FDCC setti

. What version of Microsof

VPC and a Virtual Hard Disk (VHD)?

Virtual PC (VPC) is 2 I\rhcroaoft product

Pack 2) and Microsof instance of an Al B - -
Internet Explorer 7.0 wastes . . o o ﬂm Security Content Automation Protocol
> wr:re S othi ohttlfin What if T b (D) canutize 6 4yt is scap?
systems other than 3. at if I use a browser ( ; : :
In general, NIST sugs ~ While settings for other brow ESE%JS s) in the sa NIST recently established a smte of nferoperable and antomatable securty
{SP) gmde if one exisi to use other Web browser so E HpERE stf;anda_[ds)g'lﬂ.owbu; az the Securitv Content Automation Protocol (SCAPY By virfue
| - . of usin 5
not avaj_]able,_Federal i 7.0. If agencies are using Int ; ywhy are VHDs be rea dablE Specific FDCC Deployment
(checklists.nist.gov) t  Internet Explorer 7.0. VHDs are very usefl o SCAP - ~
S .
Dein:;lf old t‘::n ] i canbeinstalled o3 perp-invd nist g 1. What are some settings that will impact system functionality that I
el £ US 4. Were any Microsoft Offic  gperating systems, | should test before I deploy the OMB mandated FDCC baseline in an

do not exist, Federal 3 \ficrosoft Office is not instal  the purposes of enst 5 How are the ¢ ©Perational environment?
Rega:dles_s which _gui-: included in GPOs. The Micrt  malfunctioned with { As part of the ite1 There are a number of settings that will impact svstem functionality and agencies
deployed mformation yepresented in the FDCC doc  over a single physic:  that both VHDs a  Should test thoroughly before they are deployed in an operational environment.
recommended checkli  pefore laboratory testing. Mi and test complian

testing after publication of th 3. When will VHDs €  tools were ahle tc » Running the svstem as a standard user - some applications may not work

. How was the FDCC

W T According to Micros  seftings were pro properly because they require administrative access to the operating
The Windows VistaF 5 14 comply with the FDCC VHDs will be publist  used for testing c system and application directories and registry keys.
Sfmm}r Guides forb  the Microsoft Windows F lcsrenist.govi  determine if newl « Minimum 12 characters password and change every 60 davs - this may
Vista Security Guide 3 No. The FDCC baseline reco impact system usability and interoperability with some enterprise single
NSA. and NIST. The  the Microsoft Windows Fire' 4 What can be dow 3. What settings « sign-on password management systems.
DISA, NSA, and NIS  system installation. However,  The FDCC technical ~ There are a small » Wireless service - the wireless service is disabled and this will prevent the
The Windows XPFD  firewall software instead of t  policy documentatio  at this time. Thes use of Wi-Fi network interfaces that depend on the built-in wireless
Semmt}f—Lm]{ted_ Func v T I
DoD customization of g 15 Mjcrosoft Defender an 4. Where can I ok ’

Internet Explorer 7.0.

included in the FDCC set

. Can I use the VHL

FDCC SCAP con

+ FIPS 140-2 setting - impacts browser interoperability with Web sites that
Ao fiot =nnniort the FIPS 14027 annwovad aloonthme This can niemalls be
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- DOWNLOAD PAGE -

Download Packages

aad the Downloag

Do not attempt to implement any of the settings without first testing them in a
non-operational environment. These recommendations should be applied only
Windows XP Professional 5P2 and Vista systems and will not work on Windov
9X/ME, Windows NT, Windows 2000 or Windows Server 2003. The security pol
have been tested on Windows XP Professional SP2 and Vista systems with a
Windows 2003 server and will not work on Windows 9X/ME, Windows NT, Win
2000 or Windows Server 2003.

The draft download packages contain recommended security settings; they are n
meant to replace well-structured policy or sound judgment. Furthermaore, these
recommendations do not address site-specific configuration issues. Care must |
taken when implementing these settings to address local operational and policy
CONCEMS.

These recommendations were developed at the Mational Institute of Standards a
Technology, which collaborated with DHS, DISA MSA, USAF, and Microsoft to pro
the Windows XP and Vista FDCC baseline. Pursuant to title 17 Section 105 of the
States Code, these recommendations are not subject to copyright protection and
the public domain. NIST assumes no responsibility whats oever for their use by of
parties, and makes no guarantees, expressed or implied, about their quality, reliz
or any other characteristic. We would appreciate acknowledgement if the
recommendations are used.

Plea s

FOCC Documentation

‘[l-ocu mentation l PUS
Mzl

FDCC GPO Rel gase

UH[} Files

WII‘IdEIWE ¥P FDCC

Release 1.0 - Draft
[xls, 100K]

SHA-1 Digest:
2CBS55444394B73
EGSEF411758978
094123258840

5HA-256 Digest:
DeECFI63F4D2ZFA
4ABIZ2BATID1S2T
768DDF3ACCCE? S
872496DE4C4C23
E283CD17

1.0 -Draft [zip, ~2 MB]

SHA-1 Digest:
B46C514BFABD312F
ASC1ACI49AFAD4D
2D15215FC

5HA-256 Digest:
682B0S97721E068
170AD7 CEBB2BCT
0045803FEGADDA
8C97AG0A194C13
CEFCDASC

VHD Release 1.0
[Click to download] -
Diraft [zip, ~1.8GB]

Note:

Internet Explarer &
and 7 have a download
limitation of 2 GB and
4 GB respectively.
Other browsers do not
appear to have this
limitation,

SHA-1 Digest:
ESOE4F3E40920D
595FAD481B3AF7
E72C76203249

S5HA-256 Digest:
IF20C16989CF30
B3187YEASSCDOTE
AGZOCF1I8FOF41D
89E8YBBECBDBOC
D7 68858E

Windows Vista FDCC
VHD Release 1.0 -

Click to download)
-Diraft [zip, ~4.5GB]

Note:
Internet Explorer &
and 7 have a download

FOCC SCAP Content
Windows XP SP2

Windows XP Firewall

Internet Explorer 7.0

Windows Vista

Windows Vista Firewall

The preceding files are
intended for use with
"SCAP FDCC scanning
capable" tools.




EX Command Promp

an
) A i
F:\csrc—fdcc>sha256deep.exe FDCC—VUista—Q3-208787308.zip e/ A MWL L’ St
5 cPedchtaBdbad1c747ad0 dae 7969 f ahbahb1778213h15e5beheed6256688  Fncsmno—fdcen]]
DCC-Uista—Q3-20@8787308.zip

F:\csrc—fdccsha256deep.exe FDCC-XP-Q3-20870731.
1f2Bci6989(:f3Bh518'?ea‘}5ch?haGZ9(:f18fBf41d89es7h89c8dh9cd7688589 F:ncsrc—fdcc\F
DCC-RP-G3-20A70731 .zip

F:scsrc—fdocc >
Download FAQs

1. I am having trouble downloading the VHD files with Microsoft Internet
Explorer. How can I download the VHD files?

There are known file size limitations when downloading via Internet Explorer (IE)
6 and 7. More specifically, IE 6 has a 2GB file size limit, and IE 7 has a 4GB file
size limit. At present, no update 1s available for TE. However, other browsers and
ufilifies have been used to successfully download the VHD files. Moxzilla Firefox,
Opera Web Browser, Curl, and GNU wget have all been confirmed as supporting
download of the VHD files.

2. Does NIST intend to have HTTP mirror or FTP alternate download
sites available?

NIST is currently evaluating both HTTP mirror and FTP as additional
mechanizms to download the VHD files. Addifional and alternate sites will be
linked to the download site as they become available.

= My Virtual Machines » FDCC Vista Q3 2007

o = .. 1

File Edit View Tools Help

FDCC-Vista-Q3-20070730.zip (H:\FDCC-Vista-Q!
| My Virtual Machines (C:\..\My Virtual Machines)
Time remaining: About 25 Minutes and 20 Seconds

Items remaining: 2 (5.74 GE)

Speed: 3.81 MB/sec

22 Views
L eesss— ]

e e MName Size Date modified Type Tags
4 2 FDCC Vista Q3 2007 Hard Disk.vhd 10,422 899 KB 7/30/2007 5:21 PM Virtual Machine H...
p FDCC Vista Q3 2007.wmc 13KB  7/30/2007 5:45 PM Virtual Machine 5...

— T
! 1 Hour and 53 Minutes remaining =N X
= oy

Copying 3 items (3.41 GB)

L Ny Yirtual Machines » FDCCXP Q3 2007
From: FDCC-XP-Q3-20070731.zip .. \FDCC-XP-Q3-2000 S =

To: My Virtual Machines (C:\..\My Virtual Machines) —
Time remaining: About1 Hour and 53 Minutes File Edit View Tools He|p
Ttems remaining: 2 (3.28 GB) = - = = —
Speed: 714 KB/sec

Marmme i Date modified Type

(%L information) [ Concel |
—— <% FDCC XP Q3 2007 Hard Disk.vhd 3,585,006 KB 7/31/2007 10:00 AM  Virtual Machine Hard Drive Image
p FDCC ¥P 3 2007.vmc 13 KB 7/31/2007 10:00 AM  Virtual Machine Settings File

Tags




More Information

National Checklist Program
National Vulnerability Database
SCAP Checklists
SCAP Capable Products
SCAP Events

NIST FDCC Web Site
FDCC SCAP Checklists
FDCC Settings

Virtual Machine Images

Group Policy Objects
NIST SCAP Mailing Lists

http://checklists.nist.gov

http://nvd.nist.qov or http://scap.nist.gov

http://fdcc.nist.gov

Scap-update@nist.gov

Scap-dev@nist.gov

Scap-content@nist.gov




Upcoming Events

39 Annual Security Automation Conference and Expo
= 19-20 September

= Speakers

= The Honorable Karen S. Evans (OMB)

= Robert F. Lentz DAS DIIA (OSD)

» Cita Furlani, Director ITL (NIST)

= Tim Grance, Program Manager (NIST)

= Dennis Heretick, CISO (DoJ)

= Richard Hale, CIAO (DISA)

= Sherrill Nicely, Deputy Associate Director (DNI)
= Alan Paller, Director of Research (SANS)

= Tony Sager, Chief (NSA)

= Ron Ross, Program Manager (NIST)

= Ron Knode, Adjunct Faculty, Towson State
Expo

Technology Demonstrations

Beta Testing and Use Case Presentation

|
=




Contact Information

100 Bureau Drive Mailstop 8930
Gaithersburg, MD USA 20899-8930

ISAP NIST Project Lead NVD Project Lead
Steve Quinn Peter Mell
(301) 975-6967 (301) 975-5572

Senior Information Security Researchers and Technical Support

Karen Scarfone Murugiah Souppaya

(301) 975-8136 (301) 975-4758

Matt Barrett Information and Feedback

(301) 975-3390 Web: http://nvd.nist.gov/scap
Comments:




Questions

National Institute of Standards & Technology
Information Technology Laboratory
Computer Security Division




Supplemental - SCAP Platform Evaluation
Tutorial




Current Problems
Conceptual Analogy (Continued)

Before

y



XML Made Simple

XCCDF - eXtensible Car OVAL - Open Vehicle
Care Description Format Assessment Language
<Car> <Checks>
<Description> <Check1>
<Year> 1997 </Year> <Location> Side of Car <>
| <Make> Ford </Make> <Procedure> Turn <>
| <Model> Contour </Model> </Check1>
| <Maintenance> <Check2>
A\ <Check1> Gas Cap = On <> / <Location> Hood <> @ Ly s
‘ <Check2>0il Level = Full < </Procedure> ... <>  [F =
</Maintenance> </Check2> "Air Pressure Loss
1 </Descripti0n> </Checks> Diagnosis Accuracy:
; l"- < /Car> All Sensors Reporting
Diagnosis:

Replace Gas Cap

Expected Cost:
$25.00




XML Made Simple

corars. XCCDF - eXtensible OVAL - Open Standardized
crecist  Checklist Configuration Vulnerability Assessment ., coves
Description Format Language
<Document ID> NIST SP 800-68 <Checks>
<Date> 04/22/06 </Date> <Check1>
<Version> 1 </Version> <Registry Check> ... <>
<Revision> 2 </Revision> <Value> 8 </Value>
| <Platform> Windows XP <> </Check1>
| <Check1> <> <Check2>
| <Check2> <> / <File Version> ... <>
A\ </Maintenance> <Value> 1.0.12.4 </Value>
. </Description> </Check2>
</Car> </Checks>

Standardized
Measurement ‘ ‘ DF
CPE and Reporting

security
CCE benchmark
CVE

automation




Application to Automated Complia Cl
The Connected Path




AC-7 Unsuccessful Login Attempts \F/!g uQe:ng‘pY)\;/alue (IpHKey, path, value, sKey,
If (Op ==>")
if ((sKey < Value)
return (1); else
return (0);

AC-7: Account Lockout Duration
AC-7: Account Lockout Threshold

IpHKey = “HKEY_LOCAL_MACHINE”
Path = “Software\Microsoft\Windows\”
Value = “5”

- <registry_test id="wrt-9999" sKey = “AccountLockoutDuration

comment="Account Lockout Duration Set to Op = “>*

5" check="at least 5">

- <object>
<hivesHKEY_LOCAL_MACHINE</hive>
<key>Software\Microsoft\Windows</key>
<hame>AccountLockoutDuration</name>
</object>

- <data operation="AND">
<value operator="“greater than">5*</value>




Supplemental - FAQ for NIST FISMA Documents




Fundamental FISMA Questions

What are the NIST Technical Security
Controls?

What are the Specific NIST recommended
settings for individual technical controls?

How do | implement the recommended
setting for technical controls? Can | use
my COTS Product?

Am | compliant to NIST Recs & Can | use
my COTS Product?

Will | be audited against the same criteria |
used to secure my systems?



Fundamental FISMA Documents

FIPS 200 / SP 800-53

SP 800-37

What are the NIST Technical Security
Controls?

Monitoring

What are the Specific NIST recommended
ettings for individual technical controls?

ow do | implement the recommended
setting for technical controls? Can | use
my COTS Product?

Am | compliant to NIST Recs & Can | use
my COTS Product?

Will | be audited against the same criteria |
used to secure my systems?

SP 800-53 / FIPS 200
| SP 800-30

SP 800-37

Refinement

SP 800-53A / SP 800-26
| SP 800-37

SP 800-70

Implementation




