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President’s Management Agenda

FISMA Requirements: Department-wide IT Security Program

*Maintain 100% C&A for Operational Systems.

*Evaluate 96% of security control implementation status
against the IT Security Standards (using the Department’s

» Up to Date IT Security Plan/Risk Assessment

» Security Controls Evaluated (New Controls for 2006)
* Incident Response and Contingency Plans Tested

 Systems Installed IAW Security Configurations (CIS Std.)

Comprehensive Agency-wide Plan of Actions and Milestones
(POA&M) for all Known System Weaknesses — Independently
Verified by the Inspector General

*Achieve Secure Configurations and Vulnerability Management

e Current Tools
*Conduct monthly vulnerability scans (commercial or open source),
weekly if appropriate
«Configuration security validation
sDatabase applications vulnerability assessments
*Web application vulnerabilities
eAutomated reporting

» Future tools
*NIST Checklist and automated commercial or open source tool
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Public Law, National Level And DOJ IT Security Policy I I
& Direction

IT Security Program Management

“Line of Sight” from Mission Goals to

DOJ

Strategic Plan
Goals
4
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Responsibilities |
POA&Ms (tasks/schedules I

Processes I

Policy

IT Security Program Implementation Metrics

SSP

Central DOJ Focus

Component Programs

DOJ

DOJ IT # Info Security
Strategic Prog IrarlgL rI]\/Igmt
Plan Enterprise Architecture

IT Security Architecture

Justice
- IT Security Council

« IT Security Project Teams

]

« Policy & Control Guidelines
« Implementation Planning & Priority
* Performance Metrics & Report Card
Training

Goals, Performance Measures

j Initiative
Project
|| Plans

Information
— Security

IT Security Projects/Performance Areas

1. Certification & Accreditation Mgmt

® Cyber Security Assessment & Mgmt (CSAM)
*Trusted agent FISMA
*C&A Client Application

2. Computing Environment & Enclave

Boundary Defense (CEED)

*Boundary Defense (Firewalls, IDS, and Anti-Virus)

*Vulnerability Mgmt

» Configuration Mgmt
«Endpoint Security
 Security Operations Center
eldentity & Access Mgmt
«JutNet Security

3. Cyber Defense Operations
*Incident Response
*Patch management

4. Contingency Planning
5. Training

* Awareness
*|T Professional
6. Configuration Management
* CCB Charter
*CM Baseline

Security & Emergency Planning Staff

7. Personnel Security
8. Physical & Environmental Security
9. Production Input/Output Control




PRESIDENTS MANAGEMENT AGENDA

Management (CSAM)

\ 4

Cyber Security Assessment and

Plans of Action
& Milestones
(POA&M)
OMB
FISMA
Reporting

C 2

Cyber Security
Assessment & Mgmt
TrustedAgent
(CSAM)

FISMA, DCID 6/3 Implementation
DOJ IT SECURITY STDS Requirements
FISCAM, FIPS/NIST 800-53 System STl
g 9 Risk | Controls Controls
weightl LTM[ H] L] M[ H Test Case
Management Controls e X X for Each Requirement
Cost + Implementation Guidance / 2 Xl X Xl X Test Case nnnn.
RA-1 Risk Assessment and Procedures 2 X X[ X X Test Case CA-1.3 |
PL-1 Security Planning Policy and Procedures. /N 5 X Test Case SA-1.1 |
SA-1 System & Services Acquisition Policy &1 /L 4 X X Test Case PL-1.8 |
Procedures 2 X X Test Case RA-1.1
CA-1 Certification & Accreditation & Security 2 X X «Control Obiective
Assessment Policies and Procedures. 2 X X . J L
(Subordinate Objective)
. 4 X X
Operational Controls :
P ¥ 2 | X[ X x| X «Control Techniques
Cost + Implementation Guidance 4 X X «Specific Criteria
PS-1 Personnel Security Policy & Procedures 2 X] X] X] X} X X .Prerequisite Controls
PE-1 Physical Environmental Protection P%L . ;‘ 5 % 5 X oTest Obj ective
& Procedu_res _ _ > X x «Test Set Up
CP-1 Contingency Planning Policy & Procedure «Test St
CM-1 Configuration Management Policy & 2 X X e e
EEITS, 2 X X *Expected Results:
. 2 X X *Actual Results:
. 4 X
Technical Controls E > T .. *Cost
Cost + Implementation Guidance 2 X| X X| X - E(
1A-1 Identification and Authentication Policy » 4 X X — PASS FAIL
& Procedures 2 X ]
AC-1 Access Control Policy & Procedures | ¥ 5 X )
AU-1 Audit & Accountability Policy & 4 X X Risk Assessment
Procedures 3 X Total
SC-1 System & Comm Protection Policy & ~ 2 X X | X X Vulner | Vulner,, Threat,, Signif g
Procedures. N 3 < x < x Control | Level ™ Level ” Level | = Risk

Vulnerabilities
Requiring
Correction

*Risk Impact:
*Plan Start:

eActual Start:

*Planned Finish:
*Actual Finish:

*V/alidation Date:____

*Cost:




Risk Assessment

Vulnerability/ Vulnerabilit — Total
y y X ThreatLevel X Significance Level = .
Countermeasures Level Risk
and Threat Pairing _
(Security Countrols) EX-CT = Total C+H+G-A-D = Total DL+Ops+Equip = Total
JJ)
i g = RISK
I
Vulnerability/ |z 8 5 o = | e TOTAL
CountermeaSl)J/res UL 21 |2 <3 T|s 7S . 08| Tl5 L 3 I WL )
£ o~ Q2 3} -
s28sd 228585 |22|z2|E252|n | oo
= S > 0| — Q > s U] = SCYIETIENIEG| < RISK
sl 58z E@ S22 S@ (28(258|28[58|BF |
sZ RS2 L |ST|EZZY[ e |82[8z|oz |G|k o | Ranking
Logical Access Controls
Security .controls can detect 8.1, 11.1, 12.1, 5 3 > 5 5 1 4 0 5 5 0 4 32
unauthorized access attempts. 13.1, 16.1 (Med) (Medium)
Access control software prevents (6.1, 8.1, 11.1, 4 32
fraudulent activity without collusion.|12.1, 13.1, 16.1 4 2 2 2 2 4 (Med) g 2 2 ¢ 4 (Medium)
Vulnerability Level Risk Scale
Very High 5 Very High >75
High 4 High 55to 75
Medium 3 Medium 19 to 54 5
Low 2 Low 6to 18
Very Low 1 Very Low <6




Residual Risk Report
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 Residual Risk Report is
automatically generated by
the CSAM Client
Application.

* ldentifies Moderate and
High Risk Weaknesses.

* Documents POA&M to
Correct Weaknesses.

* Provides Impacts and the
Costs to Correct Identified
Weaknesses.




Cyber Security Assessment and
Management (CSAM)

C&A Client Application CSAM-TrustedAgent/
| Automate CSAM FSS|

Annual FISMA Report

*C&A Documentation
*Knowledge Mgmt

Quarterly FISMA Report
>SP *Workflow Mgmt System Inventory

. System Identification :
. System Operational Status *Performance Mgmt Dashboard System Security Status

. General Description/ Purpose (Report Card) Justice Component
. System Environment Report Card

. System Interconnections/Information Sharing POA&MSs

. Sensitivity of Information Handled
. Planning for Security in the Life Cycle
. Security Control Measures

IT 300 C&A Data

0O ~NO O, WN PP

gunding Code

U\C
SSP Appendices " Status Datd |
FISMA

Appendix D: Requirements (RTM)
Appendix E: ST&E Plan And Procedures

Appendix F: Certification Results
'Appendix G: Risk Assessment (RA) Results |
Appendix H: Certifier's Recommendation 7

e s . IT Security Architecture

s oA Ml Support Technology

Appendix M: Security Awareness Training Plan / \

Appendix O: Incident Response Plan ACCGSS R'Sk

Appendix P: MOA/Service Level Agreements (SLA)

Appendix Q: Configuration Management Plan CO ntrol M g mt

Append?x R: Accreditation Statement & II_)qcumentation . .

o e SRS Incident Security - SﬁCUf'W. ,

Management Program onfiguration

Mgmt Mgmt  /




Risk Control Requirements
Determination

e Security Category
v'Mission Impact for:
« Confidentiality (H, M, L)
* Integrity (H, M, L)
- Availability (H, M, L)

e Scope

e Inheritance 7
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Data Type Details

Security Categories

Select a

| All
Mizzion Area

Data w

|SBLI
Classification

The MIST 800-60 recommended levels are
displaved when you select a data category. Ifyou
select one not on the listyou should follow the
FIP5-199 Guidance displayed to the right to select
the proper value for the following fields:

Selected Recommended
Confidentiality

Integrity

Lvailability

Explain if you are not uzing the recommended level:

DataType

FIPS-199 Guidlines:

Conficdertialiy:
Lowy: The unauthorized dizclosure of information could be expected to have a limited
acverse effect on organizational operations, organizational assets, or individuals.

Mocerate: The unauthorized disclosure of information could be expected to have a
serious adverse effect on organizational operations, organizstional assets, or
inclividuals .

Higgh: The unauthorized disclosure of information could be expected to have a severe
or catastrophic adverse effect on organizational operstions, organizstional assets, or
inclividuals .

Save and Cloze

Cahcel

* Sensitivity of Information
Processed by the System is
Reviewed for Levels of
Confidentiality, Integrity,
and Availability.

«Security Categories of
Low, Moderate, and High
are Determined by Use of
FIPS 199 Criteria.




S5P Mame: Enterprise Metwork System

General (1.0)

E “lew RThi

System Scope:
System Categorization:
Minar Aondicabion

Scope

POCs (1.31 || Marrative Info | Inel'd Systems (1.4 || Cert Level | RTM | Inheritance | Appendices | Actions

Computing Envionm
Apnfication Spsfam
Apotication Spetam 1M

Lo
Classified: [
Applicable Control Sets:
-- NIST-based Control Set --
¥ NIST 800-53
[ FISCAM Supplemental
[ pCID 6,3 Supplemental
Other RTM Factors:
[ wWebsites are not part of this system
[ This system is not networked {stand-alone)

Afon-Senative
-

[ Privacy Act DOES NOT Apply

* Scope of the System Being
Evaluated is Documented to
Identify the Applicable
Security Controls for a
Security Requirements
Traceability Matrix
(SRTM).

sConsiderations Include
Whether the System is a
General Support System,
Major Application, or a
Minor Application.

*Additionally,
Determinations are made as
to Whether the System is
Web based, along with other
SRTM Factors.
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Inheritance

SSP Mame: Enkerprise Metwork System O Th | S SCI’een |del‘ltlfl ES the
General (1.00 || POCs (1.3) || Marrative Info | Incl'd Systems (1.4) || Cert Level | RT Inheritance | appendices | Actions SyStem and Com mon
| o

| Controls that are Supporting

Hosted in Data Center or Accredited Computing Environment? 3 th S t 9 S t

Host Enclave Mame: W e ys em's Securl y

Please check the services Alfance Avistion Managemen 213 - Req ul rements .

ATF Enferpmira Speefam Avchl 0o
¥ A provides by host AN fah Wirelass Alefaork | 795

sSupported Services may

Aufomated {Figafion Supoorf 232

V' Host B covers this sy:stey Blackbarr Enfarprisa Spsfam 229 [l 5 c 5

W Veherabilty Scans accomp S0P Networi 112 pe include Firewall, Scanning,
Lusiness Management Sevwin| 256 ononc

Ll Sz PR e Care Management Enferprire 1285 b’ BaCk Up Capabllltles, and

WV Host providas Phpsical and ERVronmental contros

Physical and Environmental
Controls.

[ Enfesprive Palicy and Frocevdres are Followad
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My Tasks

SAMPLE “My Tasks” screen.
We will add a task for POA&M Management Review:

T owrawe |

Coming Due

60 or |30to | Oto He:ut 30to |601o | 90to [120to|150 to| 180 or
Task more | 60 30 30 60 a0 120 | 150 | 180 | more
days | days |days | days | days | days | days | days | days | days

Implementation Tasks

Ready r Mot Ready
Yalidation Tasks

Ready | Nat Ready 0o o Qi o o0 oo oio Qi 0o 0o
Evaluation Tasks 1] 1] 1] 1] 1] 1] 1] 1] 1] 1]
Weaknesses 1 2 1] 1] 1] 1] 1] 1] 1] 1]
Milestones 1 2 1] 1] 1] 1] 1] 1] 1] 1]
SelfAssessments 1] 1] 1] 1] 1] 1] 1] 1 1] 2
Certification and Accreditations 1] 1] 1] 1] 1] 1] 1 1] 1] 2
Risk Assessments 1 1] 1] 1] 1] 1] 1] 1] 1] 2
Cantingency Plan Tests 1 1] 1] 1] 1] 1] 1] 2 1] 1]
Security Test and Evaluation 1 1] 1] 1] 1] 1] 1] 1] 1] 2

.
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