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Statement of Need

Implement a standard language to express
and 1implement remediation/modification
actions for software flaws and system
configuration settings
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Goals

Pertform accurate and effective remediation

Achieve consistent and repeatable results
Provide interoperability across vendors and tool types
aximize reuse of content to reduce time, effort and

NIST

Maotienal Inetiute of
Standords and Technology




Remediation and the
Federal Risk Management
Framework

" Federal Risk Management Framework
applicability -- Implement, Assess, Monitor

ssential capability for implementing:
m System configuration changes

m-Vendor software patches

muVendor software installation

& Product updates




Terminology

= Remediation - effect the changes necessary
to remedy a known software flaw or
configuration issue
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Data Model Requirements
Metadata (1)

Unique 1dentifier for the modification
Human-readable description of the modification

Human-readable description of pre-conditions

(@.e., state system must be in before modification)
Reterence other related SCAP data



Data Model Requirements
Metadata (2)

= Superseded - ability to 1dentify previous
remediation content that has been replaced by the
current content

Deprecated - ability to preserve legacy
content/capabilities, yet discourage its use (often

readable and machine-readable
-ations of potential side effects




Data Model Requirements
Chaining/Order of Operations

Allow an order of operations to be declared for
modifications based on:

* Technical Pre-conditions

= Severity/Operational Urgency

® Other factors (reboot/restart requirements)
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Data Model Requirements
Remediation Actions

Identify modifications that can be performed in
parallel

Choice of multiple acceptable modifications
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Data Model Requirements
Undo/Rollback

= [dentify modifications that can be undone or rolled
back

Express temporal constraints on rollback
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Data Model Requirements

= Describe reboot requirements

* [mmediate - no user intervention permitted
* Immediate - upon user acceptance

= Deferred - user specitied

m Deferred - next reboot
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General Requirements

m [User-directed remediation:

m Selective remediation - user chooses which
modifications to perform

= Situational tailoring - user-supplied parameters that
are used instead of the default settings

Pefault remediation

Poli

cy-based remediation
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General Requirements

= Support source authentication and integrity
" Provides a basis for establishing trust

= Means of according a data pedigree

= Enables attribution and accountability

Assists 1n content stewardship and maintenance
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The Way Ahead

" Submit comments regarding requirements
discussed in this presentation

® Describe and submit additional use cases
d requirements

articipate in community discussions
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Remediation Language
Information

VAL Remediation Forum Discussion List

ssion List Archives Link:

val.mitre.org/community/archives.html

: Chris Johnson

istopher.johnson @nist.gov
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