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OMB Memo M-07-11

Implementation of Commonly Accepted Security Configurations for Windows Operating Syster

EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF MANAGEMENT AND|{BUDGET
WASHINGTON, D.C. 20503

IEPUTY DIRECTOR
FOR MAKAGEWENT
March 22, 2007

-07-11
MEMOFANDUM FOF. THE HEADS OF DEPARTMENTS AND AGENCIES

FROM: Clzy Johnson
Diepury Diractor for Management

SUBJECT: Implementstnon of Commoenly Accepted Securtty Configurations for
Windows Cperating Systems

To improve information security and reduce overall IT operating costs, agencies who
have Windows Xp ™ deploved and plan to uperade to the Vista H OpEerafing system, are
directed to adopt the security configuratons developed by the National Instimze of
Srandards and Technology (MWIST), the Deparment of Defense (DoD)) and the
Deparmment of Homeland Securiny (DHS).

The racent release of the Vista™ Cperating system provides 2 umgue oppormmity for
agencies 1o deploy secure confizurations for the first mme when ap operating system is
releasad Thereforae, it is crincal for sll Federal agencies to put in place the proper
Zovernance stmcnre with appropriate policies to ensure a very small nnmber of securs
configurations are zllowed to ba used.

Dol has worked with NIST and DHS to reach a consensus agresment on secure
configurations of the Vista™ operasing svstem, and to deploy standard secure desk tops
for Windows XP™. Information is more secure, overall network performance is
improved, and overzll operating costs are lower.

Agencies with these operating systams and'or plans to upzrade to thess operating systams
must adopt thesa standard sacurity confizurations by February 1, 2008, Agencies are
requested to submit thewr draft implementzton plans by May 1, 2007 at

fizmaid omiz eop.gov. With your endorsement we will work with vour CIOs on thus effort
o mnprove our security for govemment information. If you have questions about this
requirement, please contact Karen Evans, Administrator, E-Government and Information
Technology at (202)395-1181 or at fismaiomb.eop.gov.

Corresponding OMB Memo to

* Requires, “Implementing and
automating enforcement of these
configurations;”

“NIST has established a program to
develop and maintain common security
configurations for many operating
systems and applications, and the
“Security Content Automation
[Protocol]” can help your agency
use common security
configurations. Additionally, NIST’s
revisions to Special Publication 800-70,
“Security Configuration Checklist
Program for IT Products,” will provide
your agency additional guidance for
implementing common security
configurations. For additional
information about NIST’s programs,
please contact Stephen Quinn, at

Stephen.QUinn/ X P




OMB Memo M-07-18

Ensuring New Acquisitions Include Common Security Configurations

E)‘ECUTNE OFFICE OF THE F'RES\DENT
AAAAAAAAAAAAAAAAAAAAAAAAA

M-07-18

MEMORANDUM FOR CHIEF INFORMATION OFFICERS
CHIEF ACQU'IS]TION OFFICER,S‘

FROM: Karen 5. Evans W ML;’-_W 1a

Administrator
Office ofEGu wemment andlnﬁmm}nm Technu]ozv

Pm]A Denmfl/; / 2 "'/('4
for Federal Py Policy

SUBIECT: Ensming New Acquisitions Include Common Security Configurations

The Office of Management and Budget recently issued pelicy memorandum M-07-11,
Implememanm of Ca mmnnlym: epted Security Confizurations for Windows rating
Systems,” which stated: “agencies with these eperating systems [Windows XP and VISTA]
and/or plans to upgrade to these operating systems must adopt these standard secunity
configurations by February 1, 20087

This dum provides language for your agency touse m
solicitations to ensure new acquisitions mchude these common securify confizurations and
information technology providers certify their products operate effectively using these
configurations. Your agency may determine other specifications and/or language is necess, ary:

“a) The provider of 1

ion technology shall certify are filly
and operate correctly as intended on systems using heFedel:lDzl.opC
Configuration (FDCC). This includes Intemet Explorer 7 confizured to operate on
Windows XP and Vista (in Protected Mode on Vista). For the Windows 3P settings,

“The provider of information technology shall
certify applications are fully functional and
operate correctly as intended on systems using
the Federal Desktop Core Configuration (FDCC).
This includes Internet Explorer 7 configured to
operate on Windows XP and Vista (in Protected
Mode on Vista).*

“Applications designed for normal end users shall
run in the standard user context without elevated
system administration privileges.”

“The National Institute of Standards and
Technology (NIST) and the Department of
Homeland Security continue to work with Microsoft
to establish a virtual machine to provide agencies
and information technology providers’ access to
Windows XP and VISTA images. The images will
be pre-configured with the recommended
security settings for test and evaluation
purposes to help certify appllcatlons operate
correctly. ©




Producing an FDCC
Virtual Machine Image

Implement FDCC settings on virtual machine
Images

Use SCAP to verify FDCC settings were
\ implemented correctly
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Internet Explorer 7.0

ncile any “failed” SCAP tests

FDCC Virtual
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Test Lab Scenario




OMB 31 July 2007 Memo to ClOs

Establishment of Windows XP and VISTA Virtual Machine and Procedures for Adopting the Federal

Desktop Core Configurations

July 31, 2007

MEMOERANDUM FOR CHIEF INFORIMATION OFFICEES

FEOM: Earen Evans
Administrator, Office of E-Government and Information Technology
=UBIECT:  Establishment of Windows XP and VISTA Virtual Machine and Procedures for

Adopting the Federal Desktop Core Configurations

The Office of Management and Budget recently 1zsued policy memorandum M-07-11,
“Implementation of Commonly Accepted Security Configurations for Windows Operating
systems,” which stated: “agencies with these operating systems [Windows XP and VISTA]
andior plans to upgrade to these operating systems must adopt these standard security

configurations by February 1, 20087
\ Az we noted in the June 1, 2007 follow-up policy metnerandum M-07-18, “Ensuring

| New Acquisttions Include Common Security Configurations,” a virtual machine would be
established “to prowide agencies and information technology providers” access to Windows 3P
and VISTA images.” The MNational Institute of Standards and Technology (MNIST), Microsoft, the
Department of Defense, and the Department of Homeland Security have now established a
website hosting the wirtual machine images, which can be found at: http fesrc nist gow'fdec. The

\wcbmtc also includes frequently asked questions and other technical information for adopting the

Federal Desktop Core Configurations (FDCC).

Your agency can now acquire information technolo gy products that are self-asserted by
information technology providers as compliant with the Windews 2P & VISTA FDCC, and use
NIZT s Security Content Automation Protocol (5-CAP) to help evaluate providers” self-
\asscmons Information technole gy providers must use 3-CAP validated tools, as they become

avatlable, to certify their products do not alter these configurations, and agencies must use these
tools when monitoring use of these configurations. Eelated resources (e g, group policy objects)
are also provided to help facilitate agency adoption ofthe FDCC

For additional information about this initiative, please call 1-800-FED-INFO.  Additional
information about the 3-CAP can be found at; http Hnvd. nist sowiscap.cfm.

“As we noted in the June 1, 2007 follow-up policy
memorandum M-07-18, “Ensuring New Acquisitions Include
Common Security Configurations,” a virtual machine
would be established “to provide agencies and
information technology providers’ access to Windows
XP and VISTA images.” The National Institute of
Standards and Technology (NIST), Microsoft, the
Department of Defense, and the Department of Homeland
Security have now established a website hosting the virtual
machine images, which can be found at:
http://csrc.nist.gov/fdcc.”

“Your agency can now acquire information technology
products that are self-asserted by information technology
providers as compliant with the Windows XP & VISTA
FDCC, and use NIST’s Security Content Automation
Protocol (S-CAP) to help evaluate providers’ self-
assertions. Information technology providers must use
S-CAP validated tools, as they become available, to
certify their products do not alter these configurations,
and agencies must use thesetoq i '

use of these configurationsglii ¥ ¢




Accomplishing FDCC with SCAP

Operations Product
Teams Teams Function
° ° Test to ensure products do not change the FDCC
settings
® Assess new implementations for FDCC compliance
\ ® Monitor previous implementations for FDCC compliance
P Generate FDCC compliance and deviation reports

\ and Procedures for Adopting the Federal Desktop Core Configurations
‘Information technology providers must use S-CAP validated tools as they




Test /| Assess / Monitor Scenario
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Computer Security Resource Center

Focus Areas

Computer Security Division

CSRC

Publications Site Map Search

MNational Institute of
Standards and Technology

FDCC
® Home
® Disclaimer
® Contact

NIST Resources

® MNIST Security

Configuration
Checklist for IT

Products

® Security Content

Automation Protocol

® Guidance for Securing
Microsoft Windows
Vista

® Guidance for Securing
Microsoft Windows XP
Home Edition: & MIST
Security Configuration
Checklist

® Guidance for Securing
Microsoft Windows XP

Systems for IT
Professionals: A NIST

security Configuration
Checklist

® MNIST Systems
Administration
Guidance for Windows

2000 Professional

® FISMA Implementation
Project

® National Vulnerability

Databasze

Federal Desktop Core Configuration
FDCC

- DOWNLOAD PAGE -

Download Packages

aad the Download

Do not attempt to implement any of the settings without first testing them in a
non-operational environment. These recommendations should be applied only
Windows XP Professional SP2 and Vista systems and will not work on Windov
9X/ME, Windows NT, Windows 2000 or Windows Server 2003. The security pol
have been tested on Windows XP Professional 5P2 and Vista systems with a
Windows 2003 server and will not work on Windows 9X/ME, Windows NT, Win
2000 or Windows Server 2003.

The draft download packages contain recommended security settings; they are n
meant to replace well-structured policy or sound judgment. Furthermore, these
recommendations do not address site-specific configuration issues. Care must |
taken when implementing these settings to address local operational and palicy
CONCEMS.

These recommendations were developed at the Mational Institute of Standards a
Technology, which collaborated with DHS, DISA, NSA, USAF, and Microsoft to pro
the Windows XP and Vista FDCC baseline. Pursuant to title 17 Section 105 of the
States Code, these recommendations are not subject to copyright protection and
the public domain. NIST assumes no responsibility whatsoever for their use by of
parties, and makes no guarantees, expressed or implied, about their quality, reliz
or any other characteristic. We would appreciate acknowledgement if the
recommendations are used.

Plea s

FOCC Documentation

‘Dvucu mentation | PDS
il i

FDCC GPO Rel gase

'u'HD Files

'.Ulnd-:lWE ¥P FDCC

Release 1.0 - Draft
[xls, 100K]

SHA-1 Digest:
2CBS55444394B73
EGSEF411758978
094123258840

5HA-256 Digest:
DeECFI63F4D2ZFA
4ABIZ2BATID1S2T
768DDF3ACCCE? S
872496DE4C4C23
E283CD17

1.0 -Draft [zip, ~2 MB]

SHA-1 Digest:
B46C514BFABD312F
ASC1ACI49AFAD4D
2D15215FC

5HA-256 Digest:
682B0S97721E068
170AD7 CEBB2BCT
0045803FEGADDA
8C97AG0A194C13
CEFCDASC

WHD Release 1.0
[Click to download] -
Drraft [zip, ~1.8GB]

Note:

Internet Explorer &
and 7 have a download
limitation of 2 GB and
4 GEB respectively.
Other browsers do not
appear to have this
limitation.

SHA-1 Digest:
ESOE4F3E40920D
595FAD481B3AF7
E72C76203249

5HA-256 Digest:
1F20C16983CF30
B3187EASSCDO7B
ABZ29CF18FOF41D
89E87BBECBDBSC
D7 68858E

Windows Vista FDCC
WHD Release 1.0 -

Click to download)
-Draft [zip, ~4.5GB]

Note:
Internet Explorer &
and 7 have a download

FOCC SCAP Content
Windows XP SP2

Windows XP Firewall

Internet Explarer 7.0

Windows Vista

Windows Vista Firewall

The preceding files are
intended for use with
"SCAP FDCC scanning
capable" tools.




FDCC Update Scenario




